
 

  

YouTestMe 

 Acceptable Use Agreement 

 



 Acceptable Use Agreement 

Page 2 of 7 

Table of Contents 

1 Authorized Use ..................................................................................................................................... 3 

1.1 Compliance with Laws, Regulations, and Policies ........................................................................... 3 

1.2 Responsible Usage......................................................................................................................... 3 

1.3 Security of Login Credentials ......................................................................................................... 3 

2 Data and Information Security .............................................................................................................. 3 

2.1 Safeguarding Company Data.......................................................................................................... 4 

2.2 Unauthorized Access Prohibited .................................................................................................... 4 

2.3 Reporting Security Concerns .......................................................................................................... 4 

3 Prohibited Activities .............................................................................................................................. 4 

3.1 Content Restrictions ...................................................................................................................... 4 

3.2 Import and Export of Data ............................................................................................................. 4 

3.3 Unauthorized Software or Hardware ............................................................................................. 4 

3.4 Prohibition of Unauthorized Commercial Activities ........................................................................ 4 

3.5 Confidentiality and Sensitivity of Information ................................................................................ 4 

4 User Responsibility ................................................................................................................................ 5 

4.1 Personal Accountability ................................................................................................................. 5 

4.2 Consideration for Others ............................................................................................................... 5 

4.3 Reporting Violations and Concerns ................................................................................................ 5 

5 Monitoring and Enforcement ................................................................................................................ 5 

5.1 Monitoring Resource Usage........................................................................................................... 5 

5.2 Consequences for Violations.......................................................................................................... 5 

6 Confidentiality and Non-Disclosure ....................................................................................................... 6 

6.1 Upholding Confidentiality .............................................................................................................. 6 

6.2 Limitations on Disclosure and Utilization ....................................................................................... 6 

7 Compliance with Laws and Regulations ................................................................................................. 6 

7.1 Full Compliance ............................................................................................................................. 6 

7.2 Prohibition of Illegal Activities ....................................................................................................... 6 

 

  



 Acceptable Use Agreement 

Page 3 of 7 

This Acceptable Use Agreement (the "Agreement") is entered into between YouTestMe ("Company," "we," 

"us," or "our"), 150 King Street West, Toronto, Canada and [Employee Name] ("Employee," "you," or 

"your"). This Agreement sets forth the terms and conditions governing the acceptable use of Company 

resources, including computer systems, networks, software, and data (collectively, the "Resources").  

 

By acknowledging this Agreement, you acknowledge and agree to comply with the following provisions: 

1 Authorized Use 

You should only use the Company's Resources for legitimate business purposes directly related to your 

employment at YouTestMe. It is crucial to align your usage with the objectives and responsibilities of your 

role within the organization. 

 

1.1 Compliance with Laws, Regulations, and Policies 

You are expected to comply with all applicable laws, regulations, and Company policies while utilizing the 

Resources. It is essential to stay informed about legal requirements and ensure that your activities align 

with the established guidelines. 

1.2 Responsible Usage 

When using the Resources, you must refrain from engaging in any unlawful, harmful, offensive, or 

unauthorized activities. It is crucial to maintain a professional and respectful approach in your interactions 

and conduct while utilizing the Company's Resources. 

 

1.3 Security of Login Credentials 

To protect the integrity and security of the Resources, it is strictly prohibited to share your login credentials 

or provide access to unauthorized individuals. By keeping your login credentials confidential, you contribute 

to the overall protection of our systems and data. 

 

By adhering to these provisions, you actively contribute to maintaining a secure and productive work 

environment at YouTestMe. These guidelines ensure that the Company's Resources are utilized for 

authorized purposes, compliant with applicable regulations, and safeguarded against potential risks. 

2 Data and Information Security 

Ensuring the security of company data, information, and intellectual property is of utmost importance. By 

following these guidelines, you contribute to maintaining a safe and protected environment: 
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2.1 Safeguarding Company Data 

Take all necessary measures to protect company data, information, and intellectual property from 

unauthorized access, loss, or disclosure. Your diligence in safeguarding this valuable information is crucial to 

maintaining the integrity of our operations. 

2.2 Unauthorized Access Prohibited 

Under no circumstances should you attempt to gain unauthorized access to any part of the Resources, 

including other employees' accounts or confidential data. Respecting the privacy and security of our 

systems and colleagues is essential. 

2.3 Reporting Security Concerns 

Promptly report any suspected security incidents, data breaches, or vulnerabilities to the designated 

Company personnel. By doing so, you actively contribute to identifying and addressing potential threats, 

ensuring the continued protection of our resources. 

3 Prohibited Activities 

3.1 Content Restrictions 

Refrain from downloading, storing, transmitting, or distributing any content through the Resources that is 

unlawful, offensive, or infringes upon intellectual property rights. Respecting the rights of others and 

adhering to copyright laws is vital. 

3.2 Import and Export of Data 

The Client shall have the ability to import or export the Client’s Data in piecemeal or in entirety at its 

discretion without interference from YouTestMe This includes the ability for the Client to import or export 

the Client’s Data to/from other service providers. 

3.3 Unauthorized Software or Hardware 

Installation or usage of unauthorized software or hardware on Company devices or networks is strictly 

prohibited. Utilize only approved software and hardware to ensure compatibility and security. 

3.4 Prohibition of Unauthorized Commercial Activities 

Engaging in personal gain through unauthorized commercial activities, solicitation, or promotion using the 

Resources is strictly prohibited. The Resources are solely intended for business purposes related to your 

employment at the Company. 

3.5 Confidentiality and Sensitivity of Information 

During and after your tenure with the Company, you must not misuse or disclose any confidential or 

sensitive Company information. Safeguarding trade secrets, customer data, and proprietary information is 

vital to our success. 
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4 User Responsibility 

Your responsible usage of the Resources is essential. Adhere to the following principles: 

4.1 Personal Accountability 

You are fully responsible for all actions performed using your assigned user accounts or access privileges. 

Maintain the confidentiality of your credentials and take ownership of your activities within the Resources. 

 

4.2 Consideration for Others 

Ensure that your use of the Resources does not hinder the productivity, safety, or well-being of other 

employees or the Company's operations. Show respect and consideration for your colleagues' work and 

needs. 

 

4.3 Reporting Violations and Concerns 

Promptly report any suspected violations of this Agreement or concerns regarding Resource usage to the 

designated Company personnel. Your active involvement in maintaining a compliant and secure 

environment is highly valued. 

 

5 Monitoring and Enforcement 

To ensure compliance and protect the integrity of the Resources, the following measures are in place: 

5.1 Monitoring Resource Usage 

The Company reserves the right to monitor and conduct audits of Resource usage. This is done to ensure 

compliance with this Agreement and applicable laws, as well as to safeguard the well-being of our 

employees and the Company as a whole. 

5.2 Consequences for Violations 

Violations of this Agreement may result in disciplinary action, including termination of employment. 

Additionally, such violations may be reported to relevant legal authorities when necessary. Compliance is 

essential to maintain a fair and ethical working environment. 
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6 Confidentiality and Non-Disclosure 

6.1 Upholding Confidentiality 

You have a responsibility to maintain the confidentiality of all non-public Company information, including 

trade secrets, customer data, and proprietary information. This information is the lifeblood of our 

organization, and safeguarding it is essential for our success. 

 

6.2 Limitations on Disclosure and Utilization 

Unless required in the course of your employment and with proper authorization, you must not disclose or 

utilize any confidential information. This ensures that sensitive information remains protected and only 

used for authorized business purposes. 

7 Compliance with Laws and Regulations 

Adhering to laws, regulations, and industry standards is of utmost importance. Please be aware of the 

following provisions: 

7.1 Full Compliance 

You are expected to fully comply with all applicable laws, regulations, and industry standards while utilizing 

the Resources. This includes but is not limited to laws pertaining to data privacy, intellectual property, and 

information security. Staying informed and following legal requirements ensures ethical and responsible 

resource usage. 

7.2 Prohibition of Illegal Activities 

The usage of Resources for any activities that violate anti-discrimination, harassment, or privacy laws is 

strictly prohibited. We have a commitment to maintaining a respectful and inclusive workplace, and any 

behavior that goes against these principles will not be tolerated. 

 

By acknowledging this Agreement, you acknowledge and agree to abide by its terms. Failure to comply with 

this Agreement may result in disciplinary action, up to and including termination of employment. The 

Company reserves the right to modify this Agreement at any time, and any changes will be communicated 

to you in writing. 

 

Please sign below to acknowledge your acceptance of this Agreement. 

 

 

________________________________________ 

(Employee Name) (Printed) 
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________________________________________ 

(Employee Signature) 

 


