[image: ]	Installing the Upgrade Package
[bookmark: _GoBack][image: ]
 (
Linux
 Upgrade P
rocedure
Full Virus Scan
VMware 
Software U
pgrade
) (
You
T
est
M
e
Get
Certified
)


Table of Contents
1	Introduction	3
2	Transfer scripts to Virtual Machine	3
2.1	Connecting to the Virtual Machine	3
2.2	Transfer the scripts to YTM virtual machine	4
2.3	Set up executable file properties	5
2.4	Logging into the Virtual Machine	6
3	Scripts execution	7
3.1	Opening the Terminal	7
3.2	OS upgrade procedure	8
3.3	Performing the virus scan of YTM virtual machine	9
3.4	Log files	11
4	Install latest patch for VMware software	11
5	Contact	13



[bookmark: _Toc482019914]Introduction
This document provides the instructions for the following tasks:

1. Linux OS upgrade to the latest version of YTM virtual machine
2. Performing full virus scan after install the latest patch to antivirus software 
3. Install the latest patch for VMware software

IMPORTANT: We strongly suggest that you perform a snapshot and an export of YouTestMe virtual machine before applying any changes and verify that the virtual machine can be restored from newly created export.
[bookmark: _Toc482019915]Transfer scripts to Virtual Machine
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Transfer downloaded files “ytm_os_upgrade.sh” and “ytm_virus_scan.sh” attached to the email received from YTM company to the YTM Virtual Machine. The most convenient way to do this is to use FTP client software such as WinSCP for Windows and FileZilla for Macintosh. 

The scenario will be presented by using WinSCP software. This application can be downloaded from the internet for free: https://winscp.net/download/WinSCP-5.9.4-Setup.exe

All necessary data required for connection to the YTM Virtual Machine are as following (you can also see them in the picture): 

File protocol: SFTP
Host name: 192.168.1.100 (this is the default virtual machine IP4 address)
Port number: 22
Username: root
Password: 2ytm1
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On the left side of the application you will need to open the download folder where you downloaded the scripts. This is usually located in the “Downloads” folder on your host machine.

On the right side, open the following location: /tmp (see the picture below)

Once you have selected these two folders, drag and drop the scripts from left to the right side of the screen for them to be transferred.
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This can be done by right-clicking on copied file, choosing “Properties” and then checking all checkboxes by the symbol “X” as shown in pictures below. This operation should be performed on both scripts.
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Log into the YTM virtual machine as the following user:

Username: root
Password: 2ytm1
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Open the Terminal on the YTM Virtual Machine:
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Snapshot of the YTM virtual machine is highly recommended before Linux upgrade to the latest version. The following process can be interrupted for many reasons and the snapshot will be the only way to restore your virtual machine to the previous state.

Type in the following commands, followed by {ENTER} key after each command. 
The commands are written in italic font. (see the screenshot of the terminal below)

1. Change the directory to “/tmp” where the scripts are located:
cd /tmp
2. Remove all existing log files:
rm -f *log*
3. Execute “ytm_os_upgrade.sh” script:
./ytm_os_upgrade.sh
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[bookmark: _Hlk482019110]The estimated time for “ytm_os_upgrade.sh” script execution is about 30 minutes. If the Linux upgrade is completed successfully (see the picture below), restart the YTM virtual machine and proceed to the next chapter 3.3 Performing the virus scan of YTM virtual machine.
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If something goes wrong, like internet disconnection during the upgrade process, restore the virtual machine from the latest snapshot and proceed to chapter Log files.

[bookmark: _Performing_the_virus][bookmark: _Toc482019923]Performing the virus scan of YTM virtual machine

After the restart of YTM virtual machine and logging to it, open the terminal located on Desktop and execute following commands to start full system virus scan:

1. Change the directory to “/tmp” where the scripts are located:
cd /tmp
2. Execute “ytm_virus_scan.sh” script:
./ytm_virus_scan.sh
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The estimated time for “ytm_virus_scan.sh” script execution tested on clone machine of virtual machine delivered to a client can vary from 59 minutes to 75 minutes. At the end of the scanning process it is important to verify status information presented as SCAN SUMMARY.
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Each script will produce separate log file: “ytm_os_upgrade + run timestamp” and “ytm_virus_scan + run timestamp” in “/temp” directory, for example:
ytm_os_upgrade_20170416-085555.log

Please copy produced log files to your workstation and send us by email to examine. 
[bookmark: _Toc482019925]Install latest patch for VMware software
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In case you have any difficulties, contact us at support@youtestme.com and our Team can help you with any issue you encounter.
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root@ytm-1:/tmp

File Edit View Search Terminal Help
[root@ytm-1 ~1# cd /tmp

[root@ytm-1 tmp]# rm -f *Log*
[root@ytm-1 tmpl# ./ytm_os_upgrade.shl]
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File Edit View Search Terminal Help
iwl5150-firmware.noarch 0:8.24.2.2-44.el7

iwl6000-firmware.noarch 8:9.221.4.1-44.e17
1iwl6000g2a-firmware.noarch 0:17.168.5.3-44.e17
1iwl6000g2b-firmware.noarch 0:17.168.5.2-44.e17
iwl6050-firmware.noarch 8:41.28.5.1-44.e17
1iwl7260-firmware.noarch 0:22.0.7.0-44.el7
nautilus-open-terminal.x86_64 8:0.20-3.el7

Complete!
[root@ytm-1 tmpl#
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root@ytm-1:/tmp
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[root@ytm-1 ~1# cd /tmp
[root@ytm-1 tmpl# ./ytm_virus_scan.sh
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/home/oracle/app/oralnventory/ContentsXML/inventory.xml: OK
/home/oracle/app/oralnventory/ContentsXML/comps.xml : OK
/home/oracle/app/oralnventory/ContentsXML/1ibs . xml: OK
/home/oracle/app/oralnventory/oui/srcs.lst: 0K
/home/oracle/app/oralnventory/logs/tine2016-09-68_11-01-49AM.log: 0K
/home/oracle/app/oralnventory/logs/oralnstal12016-09-08_11-01-49AM.out: 0K
/home/oracle/app/oralnventory/logs/installActions2016-03-08_11-01-49AM.log: OK
/home/oracle/app/oralnventory/logs/oralnstal12016-09-68_11-81-49AN.err: Empty fi
le

/ul: Symbolic link

/1: Empty file

rrrrrrrrrrr SCAN_SUMMARY -----------
Known viruses: 6278511

Engine version: .99.2

Scanned directories: 59298

Scanned files: 266701

Infected files: 0

Total errors: 10750

Data scanned: 18267.70 MB

Data read: 29508.80 MB (ratio 0.62:1)
Time: 3565.428 sec (59 m 25 s

You have mail in /var/spool/mail/root
[root@ytm-1 tmpl# ||
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VMware Workstation Pro 12.5.5 is available! Download and install cthis
FREE update to take advantage of:

- Fixes to issues reported by our customers and user CONTURiTY
- Performance improvements
- Security pacches

More information is available online at
nttp://w . vmware . com/ support/pubs /us_pubs . html

Learn More:

What woud you like to do?
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