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1 Introduction

This document explains how to lock the testing environment whit in a YouTestMe system to prevent from

cheating. Lockdown browser is enabled during the test creating process.

2 Enabling lockdown browser

To enable the option for lockdown browser, do the following:
1. Hover to the “Tests” tab in the main menu.

2. Select the “New Test” tab.
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3. Select the “Settings,” the second step in the test wizard.

4. Checking the box for “Enabling lockdown browser,” the students are prevented from printing,
copying, going to another URL, or accessing other applications during the test-taking process.

5. Finish the remaining steps and publish the test.

My sssignments Users . Tests . Surveys . Training courses Reporting « System .
Teat informeation Settings

Previous Create test wizard “

Test template settings 2
Test template: Select one (optional) v
Test settings
Duration type: Unlimsted -
Page format: = One question per page
Show report: 2 Immegistely sfter resuit grading -
Report content: Scors and detals »
Delivery preference: = Online
Hide assignment metadata

Configure report lifespan () Zlay video

q gall g
Enable 1 don't know’ answer to avoid negative points
Disable going backwarde In test

Disable answer deselect

Enable answer feedback 7 iy wdeo

Show g i data to

Enable notes ) Play viceo

A ically logout didate after finish

Req pdating profile inf;

Proctoring mode
Allow test continuation
Allow test retaking < Sy uces

v/ Enable b lockd: 7 Play viceo o

Network access: ) ® All networka Internsl network

Page 3 of 5



[ ]
i) youtestme

f How to Enable Lockdown Browser

Ensure the lockdown browser is enabled in the “Security settings” tab.
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3 Candidates perspective

When the lockdown browser is enabled, the candidate will be presented with a warning on what might
trigger the exam termination upon starting the test.
Browser lockdown

When you click the "Continue® button, the browser will go into full-screen mode and will stay in it until you submit the test.

During the test attempt the following options are disabled:
* The right-click (pressing dewn the right mouse button)
* Cutting with shortcut
* Copying with shortcut

* Pasting with shortcut

During the test attempt, the following options are forbidden and will lead to exam termination

Using the print screen key

Closing the full-screen mode

Using the function keys at the top of the keyboard

Using the Esc key

Using the Windows key

Changing the focus to another screen
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The assessment is displayed on full screen and can’t be minimized. Copying, pasting, right-click menu
options, function keys, screen-printing, and capturing functions are disabled.
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If the candidate switches away from the exam tab before the “Finish the test” button is clicked, the test
attempt will be automatically terminated. The candidate won’t be able to continue.

My assignments

christina.hall

Information My assignments My groups My activity log My certificates Balance L“’

Tests, surveys and training courses = Filter by status - & Reset filter

Search Availability
Training test example | & Inprogress

9 Tipsn coercxn par je Tpajac 03 1914 70 1978, rogmse ¥ mexry je yaecTsosata

= 1 0%
1p Continue : o

Training course o0g -
B AR @

Page 5 of 5



