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1 Introduction

This document's purpose is to explain the existing default roles in the system and how you can create a new
role based on permissions.

2 Roles and Permissions

2.1 Roles

There are three default roles in the system:
1. Administrator - a role with all permissions in the system. An administrator can manage everything
in the system.
2. Instructor - a role with higher-level permissions than a regular user, instructors can manage their
groups, pools, tests, and reports. However, they can only view the content not managed by them.
3. Student - a basic user that can perform in tests and view/print personal certificates.
Each role has its code. Role codes are required for loading users through an Excel file. They link users you
want to load with existing roles in the application. You can edit or remove each role in the system by
selecting the “pen/can” icon in the “Action” column.

Users = Tests = Surveys - Training courses Reports = System = Help =

K= -
Roles and Permissions
Roles and permissions
# Name ¢ Description ¢ Role code ¢ Action
1 Administrator Arole with all permissions in the system. Administrator is able to manage ADM /o
everything in the system
A role with higher level permissions than a regular user, instructors are able to
2 Instructor manage their own groups, pools, tests and reports. However they can only view INS PN
the content not managed by them
3 Student A basic user that is able to perform in tests and view/print personal certificates ATT
1 0 v
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2.2 Permissions

1. Application permissions allow you to create a new role in the system. To add a new one with
different permissions, select the “New role” button.

Tests ~  Surveys -  Training courses Reports ~  System =  Help -

Roles and Permissions

Roles and permissions

# Name % Description 3 Role code ¢ Action

A role with all permissions in the system. Administrator is able 1o manage

1 Administrator everything in the system

A role with higher level permissions than a regular user, instructors are able to
2 Instructor manage their own groups, pools, tests and reports. However they can only view INS s
the content not managed by them

3 Student A basic user that is able to perform in tests and view/print personal certificates ATT /s

1 10 »

2. Therole name is a mandatory field. The role description field is optional.

Tests = Surveys - Training courses Reports = System = Help =

- 2
Roles and Permissions

Information

Role name:* 2 I Example role

Role description:

Permissions - User

+ 1.Login Access the application using your unique credentials.

+ 2.Manage a role Create, edit or delete a role.

+ 3. Grant roles to users Change other user's roles on their personal profile pages.
+' 4. Manage subscriptions Manage subscrnibers. Create, edit or delete subscriptions.
+ 5. Manage system settings View and manage system setlings page.

+ 6. Access the 'Profiles’ page Access the page for managing user's accounts.
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3. Each permission defines what a role can do in the application with that permission. Once you have
selected the permissions that you want to grant to a new role, click on the “Create” button.

Tests ~  Surveys -  Training courses Reports

L UL S

<

26.

27.

28.

29.

. Manage any pool

. Page Access

Create test, survey or training

Create a certificate

Assign group members

Fully manage personal tests and surveys

. Manage any test, survey or training

. View guestions

. Create a test template

. Set a test template to be public

Manage any pool. Edit pool information, questions or its members.

Permissions - Tests, Surveys, Training courses
Access 'Tests, 'Surveys, Training courses’ Locations’ and ‘Grading scales’ pages.
Create tests, surveys or a training
Create and attach certificate to a test.
Assign members of groups you manage to tests or surveys and follow their results.

In tests and surveys where you are assigned as manager edit information, adjust the availability, change settings, assign any user

from the system and see detailed reports.

Edit test description, manage questions and certificates, send, suspend or delete a test. Manage candidates, managers and steps in

fraining. Manage candidares, questions and profiling in surveys.
Access the guestions and details about them through tests and surveys you manage.
Save test settings in a reusable tempiate at the final step of test creation.

Set the privacy marker to ‘Public’ s0 it becomes available for other user's to utilize.

3 Faneel

4. A newly created role will be assigned a role code so that you can grant this role to users uploaded
through an Excel file.

Tests ~ Surveys - Training courses Reports System - Help ~

Manage

Roles and Permissions

Roles and permissions

Name

1 Administrator

2 Example role

3 Instructor

4 Student

’

2 Description < Rolecode ¢ Action

A role with all permissions in the system. Administrator is able to manage

everything in the system AbM s o

A role with higher level permissions than a regular user, instructors are able to
manage their own groups, pools, tests and reports. However they can only view INS FalNi|
the content not managed by them

A basic user that is able to perform in tests and view/print personal certificates ATT Pl

1 10 «
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5. You can assign a role to any user by selecting the “Information’” tab in the application form within a
user’s profile.

Users - Tesls -~ Surveys - Training courses Reports »  Sysiem ~  Help -

My assignments My cenificates My groups My pools Subscribers My favourite reports

View your personal information and modify it if necessary. Gotit!

Profile picture @ Application credentials
Username:* aaron
Email: noreply@youtestme.com
Role:* [swem -]
R Select one

Administrator

User status: Active .
Upload Remove Example role

Instructor <

Add attachment Time zone: 2
Proctor
Extemal ID: Student -
Employee ID:
Data source:
Personal information
First name™ Aaron
Middle name:
Last name:* Thompson
Date of birth Aug-31-1041
Gender: {
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