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1 Introduction

This document represents a guide to the test-taking process in the YouTestMe GetCertified platform with
the Proctoring option turned on.

1.1 Important links

Name Link
Link to the application https://ara.youtestme.com/
FAQ Frequently asked questions

1.2 Contactinformation

The YouTestMe Support team is available to all candidates to assist you with technical questions or issues.
Technical issues support@youtestme.com

Questions about test and results | rpa@usaretirement.org
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2 Requirements for test-taking

To start a successful testing session with proctoring, you must have the following:

An ID or other identification document

A working camera

A working microphone (or headphones with a microphone)
A stable and fast Internet connection

LAl A

Chrome or Firefox browser
Note: if you have problems with one browser, try another one.

Outside interruptions may compromise your test-taking session. Keep in mind the following:
1. The noise in the room where the test is to be taken should be reduced to the minimum. In the case
of noise, Proctor will be notified of it.
2. You should be the only person in front of your camera.
You may not use other tabs.

3 Important notice

Before taking the exam, you MUST take an Equipment test to:
e Test your equipment
e Get familiar with the application and the test-taking process

4 Receiving credentials

One day before the Equipment test starts, you will receive an email with your credentials. Below is an
example of the email you will receive:

Fri 16/10/2020 02:28

ytm.system@gmail.com

Created new user profile

Dear alex.fleming,

Your profile has been added to YouTestMe GetCertified.
You can log in with the following credentials:
Username: alex.fleming

Password: QYs$4y5FLwR#v185]
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5 How to access the platform

To access the platform for taking the Equipment test and the official exam, please go to
https://ara.youtestme.com/ and enter:

1. Username.
2. Password.
3. Click the “Sign in” button to enter the platform.

[ ]
GetCertified

by YouTestMe

Forgot your password?
Create account e Signin

8 Language Contact Support

If you forgot your password, use the “Forgot your password?” option:

L ]
GetCertified

by YouTestMe

Create account Sign In

B8 Language Contact Support
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6 Test-taking

ATTENTION — During the test-taking:
e Do not click the “Back” button on your browser do not click the “X” button on your browser; to
finish the test, use the “Finish test” button
e Do not click the “Finish test” button unless you are sure you have completed everything.
e Do not log out from the proctoring system during the test-taking
If this happens, you will have to start the test anew.

6.1 Starting the test
To start the Equipment test or the exam, please follow the steps below:

1. Login using the credentials and procedure described in Chapter 6
2. You can start the trial from the “My assignments” page

® My assignments Q4 6 -

My assignments

3. Click on the “Start” button next to the test name.

N My assignments e 0 “ @ v

Username

Fronness

Information My assignments My activity log My favorite reports

Filter by type: C Tests, Surveys and Training courses - Filter by status: @ Any v Details

Sort order: @ Available first . Search O

Automated Proctoring Demo Test

Start
E‘"’\ Apr-01-2017 06:00 AM CEST - Apr-30-2030 06:06 PM CEST _
o al

u

iii

Browser Lockdown Demo Test

=
N [;‘_’\ Apr-01-2017 06:00 AM CEST - Apr-30-2030 06.07 PM CEST

Main Demo Test

PR
= Start
\ E May-01-2020 06:00 AM CEST - May-31-2030 04:40 PM CEST
) Ava
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4. Accept the instructions and rules of the test and click “Start.”

Test name:

Description:

Duration type:

Show report:

Instructions:

My assignments

l? GetCeg;rfjs”g

Main Demo Test

A test intended to demonstrate the test-taking process in YouTestMe GetCertified and all of its main
capabilities.

Time defined in each section
Immediately after finishing Report content:

Score and details

| Add arbitrary text like test { to be to the
|

at the ing of the test
For example:

- students may not use any sources such as phones, laptops, tablets, books, or other electronic or
print media during the exam

- students may not open any other web pages, email or any other applications during the exam

I understand and agree with the instructions and rules of this assignment
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6.2 Allowing the camera and microphone

1. Allow the camera, microphone, and Screen sharing (Entire screen) usage when prompted. Wait
until everything has been set up.

© GetCertified ® x + = X
< c e = % [ |

Camera allowed

This page is accessing your camera

@® Continue alloving
access your camera

O Aways block camera access

3 : | HP TrueVision HD Camera (13d3
e Camera: | P Truevisio mera

10 be reloaded before the new

Wait while the system checks the

computer and network so that Manage m
possible technical problems do

not prevent the exam.

Step 10of 2

2. Take a photo of yourself

3. Take a photo of your ID —You can also upload a picture of your ID from a scanner or other source.
Make sure that only the ID is displayed up close and that the image is visible.

4. You will need to confirm the entire screen sharing once again. When prompted with permission to
share your full screen, press the button “Share.” If you cancel sharing, you will not be proctored,
which will mean your exam will not be valid. Proctoring is required for all Exam takers.

Share your screen

Section introducti¢ Remaining time for entire test

qalyoutestme.com wants to share the contents of your screen. Choose what you'd fike to share.

Your Entire Screen Application Window Chrome Tab 0 5 O
Section name: s1

Instructions:

“ ==

5. Start the test.

6. You can choose to hide the screen sharing notifications but don’t click “Stop sharing,” as it will
result in your exam being invalid.
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7. You can move your picture by clicking and dragging. Place the mouse cursor over it, press and hold
down the left mouse button, then move the mouse while holding the left mouse button.

: = Remaining time for entire test
Main Demo Test

g 04 59 33

Progress bar
Write an essay about the Sahara desert

Questions
aborate on your answe:
BIUGSA®BXXHHD ®IESEEENS L

All questions (3) P>

Notes

BIUGAEXXXXHHRY®®EZEE-NWE=S
® &

Upload file
\cevious question Next question
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7 FAQ and Solved Issues

7.1 1am not able to log into the application.

1. If you cannot log in using the credentials provided in the email, try to refresh the page by pressing
ctrl + shift + R, then try to type in the password instead of copying it.

2. |If this is not working, use the “Forgot your password” option.
Enter the email address connected to your GetCertified account.

4. Check your email — also, spam and junk folder.

7.2 The proctoring test page does not open

Cookies of third-party sites should not be blocked in the browser.

e In Chrome this is done in the settings “Settings” -> “Advanced” -> “Site settings” -> “Cookies” or you
can simply enter “chrome://settings/content/cookies” into the address bar.

o “Block third-party cookies” should be disabled there.

+ - o

Q i
“ o & Chrome seiings o { -

Settings

Mlow sies to save and read cock e data irecommended) [ ]
(s Search sngne Claar cookiss and 3me dets when you quit Chioms

B)  Default browser Block ther pary comsies

See #ll cookiei mnd wile dils

Page loading can also be blocked by some browser extensions, such as VPN Proxy or ad blockers. It would

help if you tried disabling all third-party extensions.

1. Inthe Chrome browser, this can be done on the “chrome://extensions/” page, which can be opened
through “Menu -> Advanced Tools -> Extensions.”
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7.3 1can not share screen

The possible reasons:

1. You are not sharing the entire screen.
2. You are not using Mozilla Firefox, and you have an additional monitor.

3. You were not using MAC and did not give access to the computer for screen sharing.

Recommendation:

1. Check which browser and OS you are using. If you use:

Chrome:

Once you are on the screen sharing screen, you will have to:

1. Choose the entire screen.
2. Click on the screen box
3. Click on the button “share”

Share your scr

Section introductit ;e

Section name

Application Window

Instructions: 9

o -

Remaining time for entire test

0)9)0

N
?

Once the equipment check is done, you will be prompted with the screen sharing option again, and

you will have to follow the same steps above.

Please note that if you are using two monitors, sometimes you must unplug one to be able to

choose the full-screen option.

Moazzila:

To be able to allow screen sharing on Mozilla Firefox, you need to click on the "Retry" button, and

the new window will appear, where you should:

1. Click on the "Select Window or Screen" dropdown.

Choose the "Entire screen" option
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© GetCentified X

) > C o © & & httpsy/qal youtestme.com/ytm13/pages/take_quizxhtm|?faces-redirect=true&quizinstanceld=189637&quizType- - [(SfISSUNNSRETNY - © ¥ moe =

7y Will you allow gal.youtestme.com to see your
O screen

Window or Screen to share:

| e —

RiiSSWake

CCVA prepared answers to FAQdocx [Compatibilit...
GetCertified — Mozilla Firefox

Prepared answers to FAQ for support

Entire screen

) Browser check
computer and network so that
possible technical problems do ® Webcam check
not prevent the exam.
® Microphone check

Screen check

Network check

Step 10f 3

Click on “Allow” button to give permission for screen sharing.

© GetCentified X

€ C 0 © & & https//qal.youtestme.com/ytm13/pages/take_quizxhtmi?faces-redirect=true&quizinstanceld = 189637&quizType - @0 noe =

f‘n Will you allow gal.youtestme.com to see your

screen?

Window or Screen to share:
Entire screen it
All visible windows on your screen will be shared.

» Browser check
A\ Oy share screens with sites you trust. Sharing

[ Disable notifications from Firefox while sharing @ Microphone check

» Webcam check

Screen check

Network check

Step 10f 3

Kindly note that it is necessary to share the “Entire screen,” and if you are using the two screens, you will
not be able to see that option. Please unplug one screen and then follow the instructions above.
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Kindly note that it is necessary to share the “Entire screen,” and if you are using the two screens, you will
not be able to see that option. Please unplug one screen and then follow the instructions above.

MAC:
The screen recording should be enabled. Read this instruction and check this instruction:

: https://www.youtestme.com/kb/how-to-enable-screen-sharing-for-the-proctored-test-on-mac/.

7.4 1have trouble with face capturing

Sometimes | experience problems where | cannot pass the face capturing step in the equipment check.

Recommendations:

Please ensure that your face fits into the frame on the screen and that there is enough light in the room.
The glasses' reflection may also be a problem, so please try to take a photo without glasses if you are
wearing them.

If that doesn't help, our additional recommendations are:

1. Turn off other camera applications (such as Skype or another browser). Antivirus can also block
camera access. In that case, try to disable the antivirus (or camera protection) and refresh the
current tab in the browser.

2. Try to use another browser - Mozilla Firefox or Google Chrome.

3. Also, you can check this link if you are a Mac user.

7.5 I have Microphone problem

Sometimes | experience problems with the microphone and can not pass the equipment check.

Recommendations:
1. Confirm that access to the microphone is allowed in the browser.

Chrome:
1. Click the three dots icon in the top right corner.
Navigate to the “Settings”.
On the left side, select “Security and Privacy”.
Select “Site Settings”.
Click on “Microphone” under the “Permissions” section.

o vk wnN

Confirm that the GC application is allowed to use your microphone. If not, select the GC application
and allow microphone usage.

Mozilla:
1. Click the three lines icon in the top right corner.
2. Navigate to the “Settings”.
3. Onthe left side, select “Privacy & Security”.
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4.
5.

Scroll the page and find microphone settings. Click on the “Settings” button.
Confirm that the GC application is allowed to use your microphone. If not, select the GC application
and allow microphone usage.

Note: If the Microphone is enabled in the browser but still does not work, please disable it and then enable it again!

2. Allow microphone usage in the computer settings:

1.

2.
3.
4

In the search box in the bottom left corner, enter the microphone.

Open Microphone privacy settings.

Confirm that microphone usage is allowed.

Scroll the page and confirm that microphone usage is permitted for the browser you are using for
taking a test.

Note: Suggestion to use headphones or another computer.

7.6 Ican not get my identification document to scan in the system

Suggestionl: Upload ID

Please try to take a photo of your ID using your mobile phone, then send it to your computer and upload a

picture.

Suggestion 2: Two images on ID

If your ID has two pictures, please try to cover one picture and then try to take a picture.

If you want to upload a picture, we suggest cutting the small picture and trying to upload it that way. Please

see examples below:

PEtamo " WISCONSIN @

«$123-4567-6501-00
1SAMPLE
2JENNIFER AMY
#4802 SHEBOYGAN AVE

MADISON, W1 53705
NOT A DRIVER LICENSE ‘

ssex F whor 5'-08" 7 "’Wm;g\?ﬁ
vwor 115 Ib weves BRO

whan BRO s 10/15/2015 P
3008 03/14/1976 wer 03/14/2023 S8

500 OTNJR0SVISHISHET
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IDENTIFICATION

=carp WISCONSI

44 5123-4567-6501-00
1SAMPLE
2JENNIFER AMY

84802 SHEBOYGAN AVE
MADISON, W1 53705

NOT A DRIVER LICENSE

wsex F whor 5'-08"

7wer 115 Ib weves BRO

Wﬁ»@& 9 4R BRO arss 10/15)

3008 03/14/1976 wexe 03/14
50D OTMJR

Suggestion 3: Taking a picture with an ID
If the picture is not clear enough for you, try to take a picture with your document (where your face will

also be visible in the picture).

7.7 My Camera is not working

Sometimes | experience problems with the camera, and | cannot pass the equipment check.

Recommendations:
1. Confirm that access to the Camera is allowed in the browser.
Chrome:

1.

ounkwnN

Mozilla:
1.

ik wnN

Click the three dots icon in the top right corner.

Navigate to the “Settings”.

On the left side, select “Security and Privacy”.

Select “Site Settings”.

Click on “Camera” under the “Permissions” section.

Confirm that the GC application is allowed to use your Camera. If not, select the GC application and
allow camera usage.

Click the three lines icon in the top right corner.

Navigate to the “Settings”.

On the left side, select “Privacy & Security”.

Scroll the page and find camera settings. Click on the “Settings” button.

Confirm that the GC application is allowed to use your Camera. If not, select the GC application and
allow camera usage.

2. Allow camera usage in the computer settings:

PwNPE

In the search box in the bottom left corner, enter Camera.

Open Camera privacy settings.

Confirm that camera usage is allowed.

Scroll the page and confirm that camera usage is permitted for the browser you are using for taking
a test.

Note: Suggestion to use an external Camera or another laptop.

Page 15 of 21



[ ]
1‘ youtestme

Test-taking Guide

7.8 Ihave problem with usage of the external camera instead of build-in

Recommendations:
1. Computer settings:
Please try the following:

e Press Windows + X, and click Device Manager.

Click Camera devices.

Click Disable.

Right-click on the integrated webcam.

;.% Device Manager
File Action View Help

s m D Hm B EXG

v 4% DESKTOP-VMBK43E

& Audio inputs and outputs
% Batteries
§ Biometric devices
G Bluetooth

v @ Cameras

Q HP HD Camara

= Computer Update driver

we Disk drives Disable device

[ Display ad?
. Firmware
#4 Human Inte Scan for hardware changes
8 IDE ATA/ATZ

= Keyboards iom'en

Uninstall device

' Mice and other pointing devices
[ Monitors

@ Network adapters

= Print queues

D Processors

B¢ Security devices

r Software components

B Software devices

& Sound, video and game controllers
S Storage controllers

Em System devices

M lnivoreal Sarial Rie rantenllare

2. Browser settings:
Chrome:

1. Click the three dots icon in the top right corner.

Navigate to the “Settings”.

Select “Site Settings”.

vk W

6. Choose the desired web camera.
Mozilla:

On the left side, select “Security and Privacy”.

Click on “Camera” under the “Permissions” section.

Page 16 of 21



) youtestme ] )
v Test-taking Guide

Click the three lines icon in the top right corner.

Navigate to the “Settings”.

On the left side, select “Privacy & Security”.

Scroll the page and find camera settings. Click on the “Settings” button.
Choose the desired web camera.

vk wN e
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7.9 "No Camera Available" notification when I am trying to connect camera on
MacOS

1. Check if the camera is working properly once more by using this link?

2. If there are several webcams on your's computer, advise choosing the correct one in the browser
settings. You can check this link for more information on how to do so.

3. Refresh the computer if the webcam is working, but the error is still present.

4. |If the issue persists, you should follow the instructions advised at the following links:
- How To Fix The 'No Camera Available' Error In MacQOS
- How to allow camera access

5. Sometimes, for security reasons or when multiple applications use the camera, macOS users have
limitations when connecting the camera to some sites. If nothing helps solve the issue, please use
another computer or laptop.

7.10 “ No video from camera” issue

This error can appear because of the following reasons:

e The camera is not working

e The camera is reversed (showing back and not front)

e The camera has a cover

e The access to the camera is blocked by antivirus

e The driver is changed with the system update
Please check this video with the most common camera issues and their
fixes https://www.youtube.com/watch?v=KOJHbJxiJZ8.

The camera reversed problem usually occurs on Microsoft Surface computers or external cameras since
they can set the camera to back or front, and | am sending you a solution that you can try:

e Open Windows Device Manager (Right-click on the Windows menu and select Device Manager)
e Scroll down to System Devices; click to expand the menu.

e Double click on either Microsoft Camera Front or Microsoft Camera Rear

e Select Enable Device on the camera you want to use (front); Select Disable Device on the other.
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File Action View Help

e m D HEHm P EXO
ft Camera Front Properties X
B3 IntelR) CSI2 Host Controller -
3 Intel(R) Imaging Signal Processor 2500 pOver i Events Resources
3 Intel(R) Management Engine Interface 2
E3 Intel(R) Power Engine Plug-in | Microsoft Camera Front
B3 Intel(R) Serial 10 GPIO Host Controller - INT34
3 Intel(R) Serial 10 12C Host Controller - 9060 Diver Provider. _ Intel Corporation
B3 IntelR) Serial 10 12C Host Controller - 9061 " ot
B3 IntelR) Serial 10 12C Host Controller - 9062
B3 Intel(R) Serial 10 12C Host Controller - 9063 Driver Vorsion:  30.10586.7109.2672

B3 Intel(R) Smart Sound Technology (Intel(R) SST] Digta! Signer: Microsoft Windows Hardware Compatibity
B3 Intel(R) Smart Sound Technology (Intel(R) ST} Publsher

3 Intel(R) Xeon(R) €3 - 1200/1500 v5/6th Gen Ing View e nstalled fos.

=] Legacy device
B3 Microsoft ACPI-Compliant Embedded Control
ks M ACI Update Driver

Flol Back Drver If the device fails after updating the driver, ol
back o the previously nstalled drver

i . Compli
+ Microsoft Camera Front

3 Microsoft Camera Rear,
=g e | 3

= Microsoft System Management BIOS Driver m Enable the device

= Microsoft UEFI-Compliant System

Update the dever for this device.

= Microsoft Virtual Drive Enumerator Uninstall Device Uninstal the device from the system (Advanced)
B2 NOIS Virtual Network Adapter Enumerator

1 Root C 0
= PQI Express Root Complex e

= Pl standard host CPU bridge

@ Plug and Play Software Device Enumerator

B Ornnrammahla intarmint rantrallar

7.11 1 use additional monitor instead of a laptop screen

For some of you, it is easier to use larger monitors instead of laptop screens, but if it is not allowed, you
have to turn off an additional monitor and switch the test to the laptop screen.

Suggest to you the following:
1. Move the browser window to the laptop screen.
2. Click the Stop sharing button at the bottom of the page.
3. Turn off and unplug the second monitor.
4. The sharing window will appear. Choose to share the entire screen.

7.12 My screen went black during the test

The problem could be with your computer.

Here you can find the minimum system requirements for running Google Chrome.

Also, you could have experienced a known black screen Chrome issue, usually a sign of an unusual graphics
display error.

There are multiple suggestions on how to solve this issue, and here is a link where you can find a few of
them: https://www.lifewire.com/fix-google-chrome-black-screen-4590373.

7.13 1 can not start the test and get the window with the message to reconnect
the proctoring session or continue test later

1. Check that ad-blockers and antiviruses are disabled.

2. Extensions in the browsers, such as AdBlock or VPN, can cause the problem. Also, using a proxy
server can cause the issue. Please disable all browser extensions or try a different browser, and do
not use/disable proxies or VPNs.

3. Try accessing the test using another computer and from a different location and network.
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7.14 1 do not know how to scan QR code and use proctoring to scan the
environment

iPhone users:
1. Open your camera and try to scan the code.
1. If the code is scanned, you will see your test my link. Click on it, and then the browser will open.
2. If you cannot check the code using your camera, do the following:
1. Open the App store.
2. In the search box, enter QR Scanner.
3. Download the QR Reader app, install then open it.
4. Allow access to the camera and microphone.
2. Click the “Start recording” button and scan the environment.
3. Once you finish, click the “Finish recording” button, and confirm that you want to save the recording.
4. The next button in the Equipment check window will be enabled. Click on it to move on to the next
step.

Ipad users:
- Go to the Equipment Validation Test link.
- Go to Settings>Safari> Advance>Experimental Features>Media Recorder (do a software
update first if needed). Brought me to the sample test.
Android users:
1. Open your camera and try to scan the code.
1. If the code is scanned, you will see your test my link. Click on it, and then the browser will open.
2. If you cannot check the code using your camera, do the following:
1. Open the Google Play store.
2. In the search box, enter QR Scanner.
3. Download the QR Reader app, install then open it.
4. Allow access to the camera and microphone.
2. Click the “Start recording” button and scan the environment.
Once you finish, click the “Finish recording” button, and confirm that you want to save the recording.
4. The next button in the Equipment check window will be enabled. Click on it to move on to the next
step.

7.15 After using the QR code, I get the pop up message on the screen, and it
asks me to enter my username and password.

Our recommendations for you when doing a rewrite test are to do the following:

e Finally, check your equipment (before you enter the official test); test your equipment by entering the
CHECK Equipment Test;

¢ Try to scan the code with another mobile phone;

e Try to open a link for scanning the environment with different browsers (the link can not be open in the
built-in browser)
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7.16 During the exam, there are notifications “Two faces in front of a camera”
and similar. Should I be concerned?

Sometimes, the system can give a wrong message due to light or shadows. If you have followed the
instructions, you should not worry because the proctors will watch your test attempt and see if there is

suspicious behavior.
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