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1 Introduction 

The purpose of this instructional document is to explain how to achieve the scenario where only the 

candidates physically present in a specific classroom can take an online non-proctored exam. This can be 

accomplished by utilizing an internal network feature.  

By following the steps outlined in this document, you will be able to create a secure and controlled 

environment for online exams, allowing for a more efficient and effective testing process. 
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2 Configuration Steps – IFSE staff 

2.1 Accessing the instance 

2.1.1 Accessing the sandbox instance 

To access the sandbox instance, please click this link and enter the following: 

1. Username. 

2. Password. 

3. Click the "Sign in" button to enter the platform. 

 
 

Note: To go through all the steps, you need to log in with the Content Manager role or a role that has a 

higher level of permissions. 

  

https://demo13.youtestme.com/
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2.1.2 Accessing the production instance 

To access the production instance, please click this link and enter the following: 

1. Username. 

2. Password. 

3. Click the "Sign in" button to enter the platform. 

 
Note: To go through all the steps, you need to log in with the Content Manager role or a role that has a 

higher level of permissions. 

  

https://onlineexams.ifse.ca/ytm12/login.xhtml
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2.2 Defining the IP addresses you want in the internal network 

By utilizing the internal network feature, you can configure the IP address masks to represent your 

organization's internal network.  

Once this is set up, only the devices within this network will be able to access closed-type exams.  

Closed-type exams are exams that are configured to only allow access from devices within the internal 

network.  

Note: All exams without this setting will be allowed to access from any IP address. 

To define IP addresses you want in the internal network, follow the next steps: 

Navigate to "System" in the main menu, and choose "Settings and customization". 

 

The "System Preferences" tab will be displayed. Select the "Internal Network" option, and then enter one 

or more IP addresses that you want to allow access to. By doing so, only devices with those specific IP 

addresses will be able to access the non-proctored online exam in the physical classroom.  

 

This provides a controlled and secure environment for exam administration.  
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2.3 Creating a non-proctored online exam with internal network access  

2.3.1 Copying an existing Online-AI exam 

If you want your non-proctored online exam with internal network access to be identical to an online-AI 

exam, you need to copy the desired AI exam and then modify two things.  

Detailed instructions for this process can be found below: 

Navigate to "Tests" in the main menu, and choose "New manage". 

 
Enter the name of the test you want to make a copy of. 

 
Click three dots in the top-right corner and select Create a copy. 
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Rename the exam. 

 
In the "Security settings," uncheck the "Enable proctoring by default" option. 

 
In the "Security settings," set "Network access" to "Internal network" and save it. 
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In the "Delivery preference," set "Online". 

 

2.3.2 Creating a new exam from scratch – a non-proctored online exam  

Navigate to "Tests" in the main menu, and choose "New tests". 
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You will be redirected to the steps of the "Create Test Wizard" process. 

 

When creating a non-proctored online exam with internal network access, all steps are the same as regular 

exams. The settings you should pay attention to are shown below. 

2.3.3 The "Settings" step 

In the "Settings" steps, you should configure the exam, where it is mandatory to 

1. Choose "Online" for the "Delivery preference" option. 

2. Leave the "Proctoring mode" option disabled. 

3. Select the "Internal network" option. 
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2.4 Publishing the exam 

Once you finish the test creation, the test needs to be published. To do so, you should click on the "Publish" 
button. 

 

Note: You can create a regular session without using a password since the exam access will already be 

handled in an above-described way. 

3 Candidate's perspective 

If the candidate is outside of the physical classroom and tries to access the exam, they will get the following 

message: 
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4 Conclusion 

By following the instructions outlined in this document, the scenario of allowing only physically present 

candidates in the classroom to take an online exam has been successfully achieved.  

This has been accomplished using the internal network feature, which restricts access to the exam to only 

devices within the classroom. Furthermore, the lockdown browser option has been configured to allow 

candidates to navigate back to the exam if they accidentally exit full-screen mode without requiring proctor 

intervention.  

Additionally, if a candidate starts the exam in the classroom and needs to finish it at home, they will be 

unable to do so due to the internal network configuration.  


