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1 Introduction

The purpose of this instructional document is to explain how to achieve the scenario where only the
candidates physically present in a specific classroom can take an online non-proctored exam. This can be
accomplished by utilizing an internal network feature.

By following the steps outlined in this document, you will be able to create a secure and controlled
environment for online exams, allowing for a more efficient and effective testing process.
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2 Configuration Steps - IFSE staff

2.1 Accessing the instance

2.1.1 Accessing the sandbox instance

To access the sandbox instance, please click this link and enter the following:

1. Username.
2. Password.
3. Click the "Sign in" button to enter the platform.

l? GetCertified

by YouTestMe

Username

Password

Forgot your passward?

Create account e

Note: To go through all the steps, you need to log in with the Content Manager role or a role that has a

higher level of permissions.
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2.1.2 Accessing the production instance
To access the production instance, please click this link and enter the following:

1. Username.
2. Password.
3. Click the "Sign in" button to enter the platform.

l? GetCertified

by YouTestMe

Username

Password

e

Forgot your password?

Create account e

Note: To go through all the steps, you need to log in with the Content Manager role or a role that has a

higher level of permissions.
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2.2 Defining the IP addresses you want in the internal network

By utilizing the internal network feature, you can configure the IP address masks to represent your
organization's internal network.

Once this is set up, only the devices within this network will be able to access closed-type exams.
Closed-type exams are exams that are configured to only allow access from devices within the internal
network.

Note: All exams without this setting will be allowed to access from any IP address.
To define IP addresses you want in the internal network, follow the next steps:

Navigate to "System" in the main menu, and choose "Settings and customization".

* - My sssignmemts  Users ~  Tests - Surveys -  Training courses Reporting +  System - 1211 A 9 -

Settings and customization

8 setup. oystem preferences. appSsation

Single sigr-on, sative direstory, LIS setfings, proctoring cettingo and mare

Reparts

View and export ayatem performanae reparta

Maintenance

ink ans satana

Creste test Creste training course

Play video

The "System Preferences" tab will be displayed. Select the "Internal Network" option, and then enter one
or more IP addresses that you want to allow access to. By doing so, only devices with those specific IP
addresses will be able to access the non-proctored online exam in the physical classroom.

My assignments Users -~  Tests « Surveys -  Training courses Reporting ~  System « ||_|$f_1 13| A
Settings and customization ?
Theme and language  Notifications  Job scheduler  Support  Auachmemts library  Custom properties

System preferences Internal network

Date and time

IP mask: [87-116.160:202 |

Web session parameters

Client's IP: 87.116.160.202
I Intermnal network
You are inside the internal network

Password configuration
Testbooking settings

Test cancellation setings

This provides a controlled and secure environment for exam administration.
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2.3 Creating a non-proctored online exam with internal network access

2.3.1 Copying an existing Online-Al exam

If you want your non-proctored online exam with internal network access to be identical to an online-Al
exam, you need to copy the desired Al exam and then modify two things.

Detailed instructions for this process can be found below:
Navigate to "Tests" in the main menu, and choose "New manage".

e = My sssignmemts ~ Users ~  Tests «  Surveys »  Training courses  Reporting +  System « 121314 (@)

New test

Mevigete to teot generatar wizars

Manage tests

Create user group
Create & user group and add users to it Organize & testing session for the group later.
Question pools Plgy viceo
Elsy ddee

Bt
Grading scales

g
= Testing locations

Mansge the plaoes =

Creste test Creste training course

& teat witn mul

Test results verification

Mansge oonfig

Test attempt authorizations

Myassignments  Users ~  Tests «  Surveys «  Trainingcourses  Reporting +  System 121314 (@)

Manage tests

All tests (150) 4toss | (2

N the t2sta by multip
lly edited. Publizh

gn new candidstes. Suzpended teats are permanently dissble

Name : Creation date = Status 2 D 2 External ID ¢ Creation type ¢ Report displayed : Report content : Page format
YTM Online-A1 0o Select one - 0o 0O Selectone ~ | Selectone ~ [ Score only | Selectone
'YTM Online-Al Oct-18-2021 1743 Generated On manager's approval Score only One question per page
= Displayed columns e 100 v Rows: 1
=h
. —

Click three dots in the top-right corner and select Create a copy.

My assignmemts  Users ~  Tests - Surveys +  Training courses Reporting +  System + 1321314

Manage tests

All tests (150) » YTM Online-Al EEm E -

Praview
) ! ) ) ) ! Save emplase
Semtings  Testingsessions  Candidates  Monitoring  Questions  Grading configuration  Report builder ~ Summaryreport  Managers  Proctors  Authorizations
— Export sz FDF
Settings Basic information Export test key

Suepena
In-test configuration Status: Published Expert 22 SCORM

Export s xAPI

Duration end layout Name:* YTM Online-Al Export to JSON
Report settings Description: Delete Preview' sttempta
> Pause/Repest settings Label: @
Security settings Impertant Exam Click to open instructions
Information:
Result validity settings
Acknowledgment:* @ Open acknowledgment

cenificate
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Rename the exam.

My assignments Surveys ~

Settings  Testingsessions  Candidates  Monitoring  Questions  Grading configuration  Reportbuilder ~ Summaryreport  Managers  Proctors  Authorizations

Settings Basic information

I Basic information Test ID: 1838
In-test configuration Status: Draft
Duration snd layout Name:* |¥min-Clessroom aniine Exam |
Report settings Description:
Pause/Repest settings Label: @
> Security settings Important Exam Click to open instructions
Information:
Result validity settings
Acknowledgment* &) Open acknowledgment
Certificate
Creation type: Generated
Extemal attributes
Test versions: Dynamically generated 64
‘Score report settings
Part of: @ Mo training
Personal report settings
Created by: ytm_admin
Delivery preference
Creation date: Apr-20-2023 06:18 AM EDT

Language preference

In the "Security settings," uncheck the "Enable proctoring by default" option.

My assignments Users ~  Tests « Surveys -  Training courses Reporting ~  System « 1B A
Tests
Settings  Testingsessions  Candidates  Monitoring  Questions  Grading configuration  Reportbuilder  Summaryreport  Managers  Proctors  Authorizations
E . N N
Settings Security settings
Basic information
' Enable browser lockdown
Intest configuration
Enable proctoring by default ©
Duration and layout D p oby
Network access: @ Internal network -
Report settings
Pause/Repest settings +’| Automatically logout candidate after finishing @
3 I — Require updating profile information C
Centificate

In the "Security settings," set "Network access" to "Internal network" and save it.

My assignments Users +  Tests +  Surveys »  Training courses Reporting ~  System 1E1o 1A

Testingsessions  Candidstes  Monitoring ~ Questions  Grading configuration  Reportbuilder  Summaryreport  Managers  Proctors  Authorizations

G Senings Security settings
Basic information
' Enable browser lockdown
In-test configuration
Enable proctoring by default @
Duration and layout
Network access: @ | |
Report settings
+/ Automatically logout candidate after finishing
Pause/Repeat settings
5 I — | Require updating profile information ©

Cenificate

Extemal atiributes

Score report settings
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In the "Delivery preference," set "Online".

My essignments  Users + T Surveys - Reporting -  System «

Testngsessions  Candidstes  Monitoring ~ Questions  Grading configuration  Reportbuilder ~ Summaryreport  Managers  Proctors  Authorizations

Benings Delivery preference
™

Basic information

Delivery preferance: Iununa I
In-test configuration

Duration and layout m Cancel

Report settings

Pause/Repeat settings
B Security settings

Result validity settings

Cenificate

Extemal attributes

Score report settings

Persongl report settings

| oot |

Language preference

2.3.2 C(Creating a new exam from scratch - a non-proctored online exam

Navigate to "Tests" in the main menu, and choose "New tests".

* - My assignments Users +  Te: Surveys ~  Training courses Reporting -  Sysiem - Elala =

New test

&

My assignments Creste user group

s, and training courses

Creste a user

a user group ana aaa u: organiz
Question pools later.

sion for the group

Edit queations in poala ana manage p
Grading scales

‘J Testing locations e

Create test = = = Create training course

cre Ining course with multime

Test results verification

Man.

27)
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You will be redirected to the steps of the "Create Test Wizard" process.

My assignments Users =  Tesis -  Surveys -  Trainingcourses  Reporting =  System «

1 2 3 4 5 6 7 8
I’esl information I
[ >} 5] [+] 5] [ o (<]
Create Test Wizard “
Test information ?

4 . Name:*
J Description:
Label: @

Test with sections @

Test instructions

i Copy previously created instructions:  Select one

B I UGSAMBEXXHHD®IEZ=Z&EE'*W=% % @

When creating a non-proctored online exam with internal network access, all steps are the same as regular
exams. The settings you should pay attention to are shown below.

2.3.3 The "Settings" step

In the "Settings" steps, you should configure the exam, where it is mandatory to
1. Choose "Online" for the "Delivery preference" option.

2. Leave the "Proctoring mode" option disabled.

3. Select the "Internal network" option.
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My assignments Surveys Reporting System

Testinformation

Test template settings ?
Test template: @ Select one (optional) -

Test settings

Duration type: Time to answer all questions - Total duration: 01:15:00 (hh:mm:ss)
Page format: (7 One question per page -
Show report: @ On manager's approval -
Report content: &) Score only -

|oniine -]

Hide assignment metadata ©
Configure report lifespan (& Plsy vidzo
Require answering all questions
Enable 'I don't know’ answer to avold negative points
Disable going backwards in test
Disable answer deselect ()
Enable answer feedback O £isyviose
Show question metadata to candidate ©
| Enable notes (7 Plsy vigse
Make notes persistent &
' Automatically logout candidate after finishing @

Require updating profile information () Fls

vige
Allow test continuation &

Allow test retaking ©) Plsy vidso

| Enable browser lockdown @ Plsy viosa

Network access: & All networks. Internal network

Page 10 of 12



o
n? youtestme )
In-Classroom Online Exam

2.4 Publishing the exam

Once you finish the test creation, the test needs to be published. To do so, you should click on the "Publish"
button.

@ioia (3

My assignments  Users ~

Training courses ~ Reporting «  System

Manage tests

All tests (518) » Online-proctored exam

Complete test preparation

S

m@.sg

1. Create test

Start & teat wizard to create & test with

of without sections. and ewach &n optionsl certificate.

2. Organize testing sessions

Set location and time for the teat.

Aad test candidates, proctors ete.

3. Publish test

Meke the teat availeble for the

‘sssigned uzers ana groupe.

o Organize testing sessions

Publish test

&)

Semings  Testingsessions  Candidstes  Monitoring  Questions  Grading scales  Reportbuilder  Summaryreport  Managers  Proctors
Settings Basic information
I Basic information Test ID: 100776
In-test configuration Status: Draft
Duration end layout Name:* Online-proctored exam
Report settings Description:
Pause/Repest settings Label: ()
Security settings Instructions: Click to open instructions

Note: You can create a regular session without using a password since the exam access will already be
handled in an above-described way.

3 Candidate's perspective

If the candidate is outside of the physical classroom and tries to access the exam, they will get the following
message:

You neeato be inintemal newwork o ¢
take tnis test!

Trsining courses  Reporting -

[ ]
= GetCewrtiﬁed

YouTestMe

Proctoring test 002 (AMRA ONLINE LOCK)

01:15:00 (nmmmizs)

7 | ungerstena ena egree witn tne inatructicnz ana rules of tnis azsignment

_
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4 Conclusion

By following the instructions outlined in this document, the scenario of allowing only physically present
candidates in the classroom to take an online exam has been successfully achieved.

This has been accomplished using the internal network feature, which restricts access to the exam to only
devices within the classroom. Furthermore, the lockdown browser option has been configured to allow
candidates to navigate back to the exam if they accidentally exit full-screen mode without requiring proctor
intervention.

Additionally, if a candidate starts the exam in the classroom and needs to finish it at home, they will be
unable to do so due to the internal network configuration.
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