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1 Introduction

This document represents step-by-step instructions for performing UAT on the "Automatic lock of the
screen in case of a violation" feature.
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2 Steps

2.1 How to access the sandbox instance

To access the p instance, please go to sandboxexams.ifse.ca and enter:

1. Username.
2. Password.
3. Click the "Signin" button to enter the platform.

®
) GetCertified
by YouTestMe
Username
O
Password

Forgot your password?

Create account e Sign In

Note: To create tests, you need to log in with user that have the Content Manager role or other role with a
higher level of permissions.

Note: To take the test from the candidate's perspective, you need to enter the application with the student
role.
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2.2 C(Creating a test

Note for content admin role: The setting of Online-Live proctored, and Online-Al proctored tests differs
by delivery preference option and lockdown browser.

To create an exam, hover over the "Tests" in the main menu, and select "New test".

.3 ol Wy BESipRmanTS Users - Training cowses Regeoating - S+ S 1 Y| |§-' -

Cresie 1251

Lo more
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In the "Settings" of "Test wizard", the following options should be set to test this feature:
1. "Enable proctoring" should be enabled.
2. "Delivery preference" should be set to "Online-Al proctored".
3. "Enable browser lockdown" should be enabled.

Myassignments  Users ~  Tests -  Surveys -  Trainingcourses  Reporting - System -

Test template settings 2
Test template: Select one (optional)

Test settings

Duration type: Time to answer all questions = Total duration: 011500 (hhmm'ss)
Page format: One question per page
Show report: On manager's approval
Report content: Score only
© [ enable proctoring
Delivery preference (2] Iomme Alproctored - ]

Hide assignment metadata
Configure report lifespan @) Play video
Require answering all questions
Enable 1 don't know’ answer to avoid negative points
Disable going backwards in test
Disable answer deselect
Enable answer feedback () Flay vides
Show question metadata to candidate

+" Enable notes (O Piay video

" Make notes persistent
Automatically logout candidate after finishing
Require updating profile information @ Fiay vigeo
Allow test continuation
Allow test retaking () Ploy video

0 E Enable browser lockdown ) Flay ngee

Network access; ® All networks Internal network

Note: Finish the test wizard process by configuring the test in the desired way.
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2.3 Creating a common testing session

Note for IFSE CSR role: Unlike students who take Online-Live proctored exams at pre-scheduled times,
the students who will take Online-Al proctored exams can take the tests at any time, 24 hours a day, 7
days a week, and 365 days a year.

This means that the Online-Al proctored exams should be organized in only one common testing session
with unlimited time and without a defined capacity.

To create the common testing session, navigate to "Tests" in the main menu and choose "Testing
locations".

P} B My assignments Users » Tests -  Surveys »  Training courses Reporting -  System + @i a

Manage tests
_ Manage certificates a
Select manage and view periiosten
Create user group
jou &na pooking calenasr of Create & user group end add users to it. Organize a testing session for the group later.
Question pools Plsy viogo

Edit queat

Grading scales

a

Create test Create training course

‘teet with mul i Create a training course with multimedia content and short teste
Test results verification Pley vigea

My sssignments Users + Tests +  Surveys -  Training courses Reporting -  System - 131681

Testing locations ?

Table displays List of all locations in the system

Testing locatian represent pnysical lncatiana (name, adaress, oity, atste, country, fime zone) where teating sessions can be schedulea Here are listed all locations in the syatem
List of all locations in the system

List of locations you created

List of locations with you as & proctor [ 3 External ID & Location name : Time zone ¢ Actions Street ¢ Additienal address inforn
List of all common sessions P P P ° L
10008 Demo location Canada/Eastern P [EaN:::| @i Kronprinsessegade 26
= Displayed columns 1 10 v Rows: 1

& o
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The pop-up window will appear to configure the common testing session in the following way:
1. Session name — You should put the general name of the testing session since it will be available all
the time.
Delivery preference — Should be set to "Online-Al proctored".
Availability — Session should be available 24 hours a day, 7 days a week, and 365 days a year.
Therefore you can set a big time range. An example is shown in the picture below.
The "Candidate self enrollment" option should be enabled.
The booking deadline should not exist.
The cancellation deadline should not exist.

No v s

Capacity should be unlimited.
8. The "Authorization required" option should be enabled.

Create common session for multiple tests

Session name:* olR&R testing session |

Choose room Select one

Additional instructions:

]
]

@ M ¥ B I U 5 x x*
= ===T71 =

Load from template == E
maQ Fe sz= - A-B

== Please note that the scheduled Exam
Date & Time displayed above is

in EASTERN TIME ZONE. Please make sure
you convert the exam time to your local

fime zone, to ensure you attend the exam

on time. "
ACCESS TO THE FINAL EXAM v
4
Delivery preference:* 9 IOnIme Al-proctored - I
Availability: Start* Jan-24-2022 00:00
End* Jan-24-2032 10:00
Candidate self enroliment 1] @]
Booking deadline: el I
Cancellation deadline: @I I
Capacity @ Set limit
Authorization required: e n
» Show additional options for external settings

m Gancel
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2.4 Taking a test

For a student to start an Online-Al proctored test, they need to have authorization for it.

Note: The process is the same as for the Online-live proctored exams; Authorization is automatically
created in the YTM system when a student purchases an exam in the IFSE system

Once students enter the YouTestMe system, they should be redirected to the "My tests and surveys" page
with the "Details" view set as default.

Note: The default view can be changed from the "System" -> "Settings and customization" - > "System
preference" - > "My tests and surveys view configuration".

E 3 - My sssignments Users »  Tests - Surveys - Training coursea Reporting - System - | ] {) | &
: . Settings and customizatio
Settings and customization S SRERREE - ?

System preferences My tests and surveys view configuration

Date and time

My tests and surveys view: @ [List

‘Wien seseion perametera
Calendar session view: Al

Intemel network Maintenance
Calendar delivery preference: @  Online live-proctorea

Passwora configurstion
Teat booking aettings Cancel
Teat cancellstion settings

Anewer orainal markup

Scors report setup

Knowledge deficiency report astup

Additionsl modules setup

Mail aerver

Upcoming tezts reminder

Expiring tests reminder

Finizn teat URL.

My teets ena surveys view
configuration

Browser compstinility

The student should select the "List" view and click on the "Start" button.

My assignments G631 &

Username

0238516

Information My tests and surveys My training courses My activity log My authorizations

Check your equipment for the proctored tests Details

Tests and surveys - Filter by status - C Resetfilters

Availability -

Available from: Nov-11-2022 09:00 AM CET  To: Dec-31-2022 04:40 PM CET

g YTM Online-Al proctored test

unlimitea
NN Y

B e 8 oo GEEIEE s e
g Y a 'Y
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Upon starting the test, the student will be presented with a warning of what might trigger exam

termination. Right-click menu options, cutting, copying, pasting with a shortcut, using the screen printing,

closing the full-screen mode, using the function keys at the top of the keyboard, using the ESC key, using

the Windows key, and changing the focus to another screen are disabled.

Duting the test attempt, the following options are forbidden and will lead ta exam termination

Note: Once the candidate enters the test, it will be displayed on the full screen and cannot be minimized, as

shown in the picture below.

Remaining time for entire test

01T 14 35

ockdown test

A web application has been found to be vulnerable to a SQL injection attack. The security administrator needs to take action

Which of the following best describes required remediation action?

Next question Notes

Note: In case a candidate commits a violation, the screen will be locked.
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Example

Suppose the candidate used ESC on the keyboard, the screen will lock.
To continue with the test, the candidate should click on the "Continue attempt" button.

Browser lockdown

When you click the "Continue® button, the browser will go into full-screen mode and will stay in it until you submit the test.

During the test attempt the following options are disabled:
* The right-click (pressing down the right mouse button)
* Cutting with shortcut
* Copying with shortcut

* Pasting with shortcut

During the test attempt, the following options are forbidden and will lead to exam termination:
* Using the print screen key

« Closing the full-screen mode

* Using the function keys at the top of the keyboard

* Using the Esc key

« Using the Windows key

+ Changing the focus to another screen

Note: The system will note the time the candidate spent outside the full screen.

2.5 How to check the time a candidate spent outside of the full-screen

Enter the candidate's profile from the "Users" - > "User profiles".

My assignments Users - Tests « Surveys ~ Training courses Reporting ~ System ~ \@_]” ;} | ‘ \

User profiles

View

User groups

Roles and permi

Ecit the existing

My profile

Create test Creste survey Create training course

Creste a tralning cc ntent and sh
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Navigate to the list of all users and click on the username to go to their profile.

My assignments

Tests +

Surveys ~

System

User profiles

Users created by me

Registration requests

Username e

0238516 Sear

= Displayed columns

Setstaws to

Show inactive users

Navigate to the "Activity Log" tab. There, will be displayed a detailed log of user activity in the application.

First name s

ch Iel

Amra

Create new user

Search R

Custom user properties

Middle name ¢ Last name

Search

Hocanin

?
e us. Lear more
B Email s Role ¢ Status ¢ Employee ID ¢ External IC
R | searcn R | searcn £ | selectone v | Search R searcn

amrahocanind3@gmail.com Student [ e ] o

0 v Rows: 1

2 ™

=]

maria.simpson

Information  Tests and surveys  Training courses
# Action 2
select one v
1 signed out an application shut down

2 Userlogged out of the application
3 Pressed Coniinue later - Pressed Co
4 Question finished - question 1, test "..
5 Started violating browser lockdown ..
& Stopped violating browser lockdown
Started violating browser lockdewn ¢
B Stopped violating biowser lockdown
3 Started violating browser lockdown .

10 Stopped violating browser lockdown

Example

This example shows that the candidate started violating browser lockdown rules on Dec-09-2022 at 05:01
PM CET and stopped violating Dec-09-2022 at 05:06 PM CET.

options = | [ 7

Event date

Dec-09-2022 01:28 PM CET
Dec-09-2022 12:34 PM CET
Dec-09-2022 12:18 PM CET
Dec-09-2022 12:18 PM CET
Dec-09-2022 11:58 AM CET
Dec-09-2022 11:57 AM CET
DEC-09-2022 11:52 AM CET
Dec-09-2022 11:51 AM CET
Dec-09-2022 11:51 AM CET
Dec-09-2022 11:51 AM CET

3 = ow 0w

IPaddress ¢

178.148.171.135
178.148.171.135
176.149.171.135
178.149.171.135
178.148.171.135
178.149.171.135
178.149.171.135
178.149.171.135
178.148.171.135
178.148.171.138

Rows: 24

maria.simpson

Information  Tests and surveys  Training courses
" Action °
Select one v

Pools  Activity log

Event date

subscribers

centificates

° IPaddress  ©

1 Stopped vialating browser lockdown

2 Started violating browser lockdown 1

Dec-09-2022 D506 PM CET

Dec-09-2022 05:01 PM CET

178149171135

178.129.171.138

3 stopped violating brawser lockdown
4 Started violating browser lockdown 1
5 Teststarted - Test started - name 'Lo.
L] Lockdown test

7 Userlogged in to the application

8 signed out on application shut down.
9 User logged out of the application

10 Pressed ‘Continue later - Pressed Co.

Dec-09-2022 04:59 PM CET

Dec-09-2022 D4:58 PM CET

Dec-09-2022 04:57 PM CET

Dec-09-2022 D4:57 PM CET

Dec-09-2022 D4:54 PM CET

Dec-09-2022 01:28 PM CET

Dec-09-20:

234 PM CET

Dec-09-2022 12:18 PM CET

178.148.171.135
178149171138
178149171138
178149171138
178.148.171.135
178149171138
178.128.171.135
176.149.171.135

Rows. 31

i m

Authorizations

oprions = | (7

Grading report
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